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Abstract A blockchain technology originally block chain, 
is the recent development in the industry gaining great ground. 
It is the concept by which the digital information is distributed 
across the network but it is not duplicated. This growing list of 
records, called blocks, is associated with a hash function. The 
technology allows any node which is part of ant network to join 
or leave the chain process execution and the execution process 
is independent on the identification of each network. Every 
network can update their entries into a record of, and they can 
control how the stated records are further processed. This 
technology is introduced a decade ago considering a concept of 
unique currency but till date it is facing certain technical 
challenges like scalability, block size, network propagation, 
and security and so on. The paper discusses about the 
challenges, opportunities and recent advances in this area.

Keywords blockchain, architecture, challenges, future 
scope 

I. INTRODUCTION

Blockchain is a next generation technology introduced a 
decade ago and still under development process. Blockchain 
can be stated as an entity open to everyone, in which all the 
network nodes participating in the chain process complete 
certain transactions and are stored in the form of a chain of 
blocks.  This chain grows as the number of network nodes 
increases and their consistent transactions create new blocks 
which get appended. Blockchain can work in a decentralized 
environment and can be described as follows.  A user in a 
network initiates a transaction which is broadcasted further 
in the associated networks. All the associated networks 
verify this transaction, the user details and the authenticity 
by using various cryptographic algorithms. After the 
verification process, the transactions are integrated with the 
other transactions made by different network nodes and a 
new block of data is updated in the records named ledger. 
This newly created block is added to the blockchain thus 
making it permanent and unalterable. The entire transaction 
gets completed. [1] 

This technology is enabled by integrating different core 
technologies like cryptography, digital signatures and 
distributed databases. All transactions are completed in a 
decentralized fashion thus resulting in effective resource 
management and improving the efficiency. 

Currency transactions between end users, different 
organizations or through third parties are generally

centralized and can be controlled. To complete an online 
transaction like purchase or currency transfer, it is necessary 
to involve a financial organization such as a credit card 
company. This company can charge a transaction amount.
The complete process can face certain security challenges as 
there are many parties involved. Blockchain technology has 
been developed to solve this issue. The major focus is to 
develop a system by which there is no necessity of a third 
party company.

Fig. 1The blockchain Technology

The figure 1 describes the blockchain technology. The clients 
which are part of different networks can work with different 
databases. The blockchain database is thus spread across 
many locations, making the maintained records completely 
public and easily verifiable. There is no centralized version 
of this information giving rise to a secure environment. 

The blockchains are built from three different technologies. 
A) Peer to Peer Network which helps in creating a chain of 
blocks, B) Asymmetric key cryptography where we can have 
two different keys viz. public and private and C) A program 
which implements blockchain protocol.  Each completed 
transaction is updated and this information shared and 
available to all the network nodes.  The system is thus more 
transparent and better equipped. [4]

Blockchain can best be described with the help of Google 
Docs. A specific document uploaded on Google Docs can be 
accessed by many individuals but the simultaneous editing 
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by the individual on the same record may not be possible. 
This is how the databases work today. Blockchain is one of 
the suitable and secure methods for completing transactions 
though it is facing certain challenges. [5]

II. ARCHITECTURE 

A blockchain works like a mesh network were all the blocks 
are linked to each other. The nodes which are part of this 
network define and agree upon a shared state of data and 
follow certain constraints. Each block which is part of the 
shared state makes change to its current state. This 
technology can be categorized as Public and Private.  

Public blockchains can complete transactions from any 
network.  These transactions can be monitored and audited 
by any third party network and every node is equally 
important. Each transaction is validated and authorized by 

procedure. This network is completely open and anyone can 
participate. This concept can be Though Public blokchain 
offer enhanced security, huge computational power is 
required for completing the transactions and there may not 
be privacy maintained.  

Private blockchain is a closed network. It is just like a 
private network of any company where the company creates 
its own blockchain which is accessed by the company 
employees. They follow peer to peer architecture having 
transaction constraints. If there is any need for the data on a 
chain to be restricted, it can be done by changing the 
permission settings. Private blockchain maintains privacy, it 
needs less computational power but on the other hand, they 
are less secure. [6] 
The architecture of a blockchain is described as below. 

Fig.2 the Architecture

The figure 2 indicates the architecture of a blockchain 
technology. Blocks function like data structures which can 
integrate multiple transactions and distribute further to the 
other blocks. Each block contains a header which includes 
the following. 

 (i) Block version

(ii) Previous block header hash: 

(iii) Merkle root hash

(iv) Time 

(v) nBits

(vi) Nonce

The blocks are created by a process called mining. It is the 
process of adding transactions to the Ledger. Further, a 
common currency called bitcoin which do not require third 
party verification can develop peer to peer economy.  The 
architecture can further be exemplified with the help of 
following example. 

We can talk about direct money transfer without the need of 
a third party like a Bank. With the help of secure 
cryptographic algorithms, blockchain establishes 
decentralized database which can also be termed as a Digital 
Ledger. All nodes which are part of this network can view 
this ledger as well as all the transactions. The following steps 
are involved in one transaction.[7]

a) Person A wishes to transfer money using bitcoin. He 
needs to create a bitcoin wallet. The wallet informs the 
network about Person A, B and the amount. 

b) The transaction is created with digital signature with the 
help of wallet of a person A. This transaction is now part of 
the chain. 

c) This transaction is represented as a block. It is then 
advertised to all the nodes. Nodes will verify and after the 
verification process the node broadcast the block. The nodes 
accept the block and create the next one with the help of hash 
value of the previously accepted block. The miners complete 

the account of person B. 

d) Person B receives the fund and the transaction is recorded. 
[8, 9]

III. TECHNICAL CHALLENGES 

Blockchain technology is slowly gaining ground in the
global business world but the security liabilities are also 
equally increasing. The leakage of information, public 
ledgers, mobile applications and operating system level 
security are all new challenges that have been identified. 
The following can be the risk factors or challenges while we 
integrate this technology in the global networks.  

 Efficiency: 

Blockchains produce lots of data in the form of block 
information, transaction data, and hash values and so on. 
Some of the produced information may not be useful thus 
utilizing the network resources. The efficiency thus gets 
degraded affecting the performance of a particular chain. It 
is necessary to remove unwanted information so that the 
duplicate records should not utilize the storage thus 
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affecting the performance and can create a threat to the 
entire system. 

Vulnerability: 

Decentralization and ease of access has created some 
unexpected issues. As any node in the network can update 
the transactions, bitcoin transactions can lead to unwanted 
market trading. The entire operation is much energy 
consuming thus affecting many other factors like electricity 
making the entire environment vulnerable. 

Private Key security: 

The asymmetric key cryptography deals with two different 
keys. Public key which is known to everyone and the sender 
encrypts the data by using it. The other key is the private 
key which every individual maintains. The receiver decrypts 
the encrypted information with the help of the same. If the 
private key is hacked, the entire process can come to a halt 
thus blockchain cannot perform. Tracking and finding the 
right details becomes a challenge.  

Complexity: 

The technology includes chain of blocks which are created 
by nodes of different networks. If there is a small mistake in 
configuration, the entire transaction may not be successful 
thus creating complex situation. The best example is 
duplicate records which are utilizing the storage space as 
well as the network resources.  

 Latency:  

To implement sufficient security for each transaction, it is 
necessary to maintain proper timeframe to complete one 
transaction. This technology implements a chain of blocks 
thus the records are consistently growing. This can give rise 
to latency as for an efficient secure transaction, more time is 
invested per transaction thus increasing the latency of the 
network.  

Size and bandwidth:  

The size and the use of network bandwidth is a big 
challenge. As the blocks are added in the chain, the size 
always grows thus consuming the bandwidth of the network. 
There is no predication on how many blocks will get added 
up thus this can be a big challenge.  

 Wasted resources:  

The resources are heavily used as the chain grows. We even 
talks about the single currency thus giving rise to a concept 
called Proof-of-Work effort. With Proof-of-Work, the 
miners create group of transactions on a public ledger.  

 Politics:  

The concept talks about using a common crypto currency. 
Each country is using own currency thus making this effort 
difficult to implement. [8],[9] 

IV. PROPOSED WORK 

There are many technical challenges while designing 
blockchain. One of the focused methods here is Storage 
optimization. The network protocol stack is described here. 

Fig. 3 Network Protocol Stack 

The overlay network which works as a front end and the 
message exchange system. This network helps in 
communication and message exchanges. The message 
exchange system is directly associated with the OSI protocol 
stack. In the complete process, a novel cryptocurrency 
method can be defined.  In this, older transaction records 
can be eliminated by the network nodes and a new database 
can be used to hold the non-empty addresses. The node 

transaction is legitimate. The small networks having less
computational power, limited resources can outsource their 
computations. The beneath network infrastructure will 
ensures that the computation results are correct.  
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Fig. 4 Proposed Architecture 

The Figure 4 talks about the proposed architecture that can 
eliminate the issue of network congestion. The network 
infrastructure is the base running the distributed ledger. The 
security module built above includes Identity management, 
Permissions and Encryption services. The security module is 
an important module which can describe the services that 
can be offered to the entire chain. Identity management 
manages all the incoming requests from the authorized 
nodes. The incoming requests are verified and then send for 
the permission request. After receiving the permissions from 
the network, the data is encrypted and further added to the 
chain in the form of a block. [10] 

The data module talks about Secure Data Access Services,
Intra-chain Services, and Off-chain Access Services. Those 
services securely store and retrieve available information, 
and ensure that only white listed nodes will exchange the 
information. Data module must work in synchronization 
with the security module as the chain of blocks is 
interconnected and loss of one single block can again create 
vulnerability. The Ledger Services validates block-based 
storage of transactions. Blocks are also validated for the 
inclusion in the chain. The development environment 
comprises of various development tools for writing, 
documenting, testing, deploying and monitoring various 
distributed applications. It also has development libraries as 
well as contract services. The Programming Interfaces 
enables integration of existing environment to ensure 
adoption of Blockchain-based solutions. 

The major protocol used in the transaction is Bitcoin NG 
(Next Generation). This protocol ensures that the 
transactions are done serially and follows the norms of a 
chain. Throughput and Latency are the two major areas of 
concern which can create blockage while completing any 
transaction. The protocol improves the situation by ensuring 
an election process that selects a leader. The protocol 
divides entire timeframe into small sections called as a 
period. It thus helps in properly managing the available 
bandwidth without affecting the performance of the 
network. [13] 

V. DISCUSSION 

Blockchain technology is gaining ground in the market. 
Multiple domains like Human Resources, Accounting, 
Retail and many more are slowly using this technology 
which is providing great returns. It is been supported by 
cyber security due to the recent outbreaks of many threats 
like ransomware.  Very soon the industry will start using a 
common currency like bitcoin for their regular transactions 
thus eliminating the barricade of a third party. [13] 

VI. CONCLUSION 

Blockchain is the technology of the future which has the 
important features like decentralized infrastructure, 

persistency, anonymity, auditability and peer-to-peer nature. 
It talks about common currency and not limited to bitcoin.
Blockchain will transform traditional transaction which 
includes a third party with the help of its key characteristics.
Network Security is an interesting area where blockchain 
need to focus on. There are still certain challenges which 
this technology is facing and it is being addressed with high 
quality research.  
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